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CompTIA Linux+ Certification Exam Sample Questions (Q61-Q66):
NEW QUESTION # 61 
A Linux administrator needs to analyze a compromised disk for traces of malware. To complete the analysis, the administrator wants
to make an exact, block-level copy of the disk. Which of the following commands accomplishes this task?

A. dd if=/dev/sdc of=/tmp/image bs=8192
B. cp -rp /dev/sdc/* /tmp/image
C. cpio -i /dev/sdc -ov /tmp/image
D. tar cvzf /tmp/image /dev/sdc

Answer: A

Explanation:
The dd command performs a low-level, block-by-block copy of a device. Using if=/dev/sdc (input file) and of=/tmp/image (output
file) with a block size (bs) ensures an exact replica of the disk, suitable for forensic analysis.
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Which of the following commands should an administrator use to convert a KVM disk file to a different format?

A. qemu-ng
B. qemu-kvm
C. qemu-io
D. qemu-img

Answer: D

Explanation:
The qemu-img command is used to create, convert, and manage disk image files for KVM/QEMU. It allows conversion between
formats such as qcow2, raw, and vmdk.

NEW QUESTION # 63 
A Linux administrator just finished setting up passwordless SSH authentication between two nodes. However, upon test validation,
the remote host prompts for a password. Given the following logs:

Which of the following is the most likely cause of the issue?

A. The authorized_keysfile does not have the correct security context to match SELinux policy.
B. The SELinux policy is incorrectly targeting the unconfined_ucontext.
C. The authorized_keysfile has the incorrect root permissions assigned.
D. The administrator forgot to restart the SSHD after creating the authorized_keysfile.

Answer: A

Explanation:
The log shows avc: denied { read } caused by SELinux when sshd tries to access authorized_keys. The file has the wrong SELinux
context (unconfined_u:object_r:home_root_t) instead of the expected context for SSH. This mismatch blocks SSH key
authentication even though file permissions are correct. Adjusting the SELinux context (e.g., with restorecon) resolves the issue.

NEW QUESTION # 64 
An administrator thinks that the user Joe may be running an unauthorized process on a Linux server. Which of the following
commands should the administrator run to confirm this idea?

A. jobs -n 'Joe'
B. lsof -p 'Joe'
C. top -u 'Joe'
D. ps -ax 'Joe'

Answer: C

Explanation:
top -u Joe filters the process display to only show processes owned by user Joe, allowing the administrator to see if Joe is running
any unauthorized processes.

NEW QUESTION # 65 
Following the completion of monthly server patching, a Linux administrator receives reports that a critical application is not
functioning. Which of the following commands should help the administrator determine which packages were installed?



A. dnf search
B. dnf list
C. dnf history
D. dnf info

Answer: C

Explanation:
The dnf history command shows a log of past package operations (install, update, remove), allowing the administrator to review
which packages were installed or updated during the patching process.
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