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NEW QUESTION # 30
Based on the image below, which two additional steps should a SOC analyst take to secure the endpoint?
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A. Isolate the affected workstation.

B. Live Terminal into the workstation to verify.
C. Reboot the machine.

D. Block 192.168.1.199.

Answer: A,D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The correct answers areC - Block 192.168.1.199andD - Isolate the affected workstation.

* Block 192.168.1.199:The image shows that the suspicious or malicious activity originated from this source IP address, making it a
potential threat actor or compromised system on the network. Blocking this IP helps prevent further communication or lateral

movement from the suspected attacker.

* Isolate the affected workstation:Since suspicious activities (like powershell ise.exe running as an admin and launching splunkd.exe)
are detected, isolating the workstation is a critical containment measure. This action disconnects the endpoint from the network,
stopping any ongoing attack, lateral movement, or command-and-control activity, while allowing for forensic investigation.

"Isolating an endpoint and blocking the source IP address are best practices for immediate containment in the event of detected
compromise or suspicious activity." Document Reference:XSIAM Analyst ILT Lab Guide.pdf Page:Page 40 (Incident Handling

section)

NEW QUESTION # 31
Which of'the following actions is most appropriate in the Playground?
Response:

A. Change alert severities globally

B. Disable incident creation rules

C. Simulate automation scripts without affecting real data
D. Modify live alert data

Answer: C

NEW QUESTION # 32
What is the main use of the Playground in Cortex XSIAM?
Response:

¢ A Build dashboards
e B. Export reports to CSV
¢ (. Manage endpoint policies




e D. Test scripts and integrations in a safe environment

Answer: D

NEW QUESTION # 33
‘Which action can be performed through custom prioritization logic?
Response:

A. Export raw logs to CSV

B. Modify the alert source

C. Restart the agent remotely

D. Increase incident score based on alert tags

Answer: D

NEW QUESTION # 34

An alert involves credential dumping, Reviewing the causality chain, you notice the following;
- Isass.exe is accessed by powershell.exe

- Prior to this, cmd.exe launched the PowerShell script

‘What can you infer?

Response:

A. Possible credential access tactic

B. It's a known benign service activity

C. There is an indicator of defense evasion
D. Scripted behavior likely launched manually

Answer: A,C

NEW QUESTION # 35
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