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143. Frage

Which XDM table is most appropriate for analyzing endpoint alerts fiom XDR?
Response:
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A. xdmtunnel traffic
B. xdmdns_query

C. xdmendpoint_alert
D. xdmasset

Antwort: C

144. Frage
A SOC team member implements an incident starring configuration, but incidents created before this configuration were not starred.
What is the cause of this behavior?

A. Tt takes 48 hours for the configuration to take effect

B. Starring configuration is applied to the newly created alerts, and the incident is subsequently starred

C. Starring is applied to alerts after they have been merged into incidents, but incidents are not starred

D. The analyst must manually star incidents after determining which alerts within the incident were automatically starred

Antwort: B

Begrindung;

The correct answer isD - Starring configuration is applied to the newly created alerts, and the incident is subsequently starred.
Incident starring configuration in Cortex XSIAM isnot retroactive. It only applies tonew alerts and incidents created after the
configuration is implemented. Pre-existing incidents are not starred automatically and must be managed manually if needed.
"Starring configurations take effect for new alerts and incidents created after the configuration is applied.

Existing incidents are not updated retroactively."

Document Reference:XSIAM Analyst ILT Lab Guide.pdf

Page:Page 33 (Incident Handling and Response section)

145. Frage

You are reviewing a playbook where task execution fails when a required indicator is missing, Which features help ensure playbook
reliability n such cases?

(Choose two)

Response:

A. Hard-coded credentials
B. Error handling conditions
C. Built-in retry logic

D. Dynamic incident tagging

Antwort: B,C

146. Frage

While nvestigating an IOC, you want to validate its presence in the environment. What steps should you take?
(Choose two)

Response:

A. Use the XQL query builder

B. Search the IOC in the Cortex dataset
C. Run threat intel reputation scan

D. Check the endpoint inventory

Antwort: A,B

147. Frage

During an investigation of an alert with a completed playbook, it is determined that no indicators exist from the email
"indicator@test.com" in the Key Assets & Artifacts tab of the parent incident. Which command will determine if Cortex XSIAM has
been configured to extract indicators as expected?



A. Temailvalue="indicator@test.com"

B. IcheckIndicatorExtraction text="indicator@test.com"

C. IcreateNewlndicator value="indicator@test.com"

D. lextractIndicators text="indicator@test.com' auto-extract=inline

Antwort: B

Begriindung;

The correct answer is C, the !checkIndicatorExtraction text="indicator@test.com' command.

This command specifically verifies if Cortex XSIAM has been correctly configured to extract indicators from given text. It ensures
that the text provided ("indicator@test.com') would indeed be recognized and extracted as an indicator under the current
configuration of Cortex XSIAM.

Other provided commands do not directly verify the indicator extraction configuration:

Option A: IcreateNewIndicator manually creates an indicator; it does not validate extraction capability.

Option B: lextractIndicators attempts extraction immediately but does not verify existing configuration explicitly.

Option D: Iemailvalue command is generally for creating or querying email indicators, not verifying extraction configuration.
Therefore, the explicit finctionality for checking if indicator extraction is configured correctly within Cortex XSIAM is precisely
covered by !checkIndicatorExtraction.

Reference Extract from Official Document:

"Verify if Cortex XSIAM is correctly configured to extract indicators using the command !

checkIndicatorExtraction text=<value>."

This exact description confirms that option C is the correct answer to validate the configuration explicitly.
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