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Trend Micro Certified Professional for Deep Security Sample Questions
(Q40-Q45):

NEW QUESTION # 40
What is IntelliScan?

e A IntelliScan reduces the risk of viruses entering your network by blocking real-time conmpressed executable files and pairs
them with other characteristics to improve mal-ware catch rates.

e B. IntelliScan is a method of identifying which files are subject to malware scanning as determined from the file content. It uses
the file header to verify the true file type.

e (. IntelliScan is a mechanism that improves scanning performance. It recognizes files that have already been scanned based
on a digital fingerprint of the file.

e D. IntelliScan is a malware scanning method that monitors process memory in real time. It can identify known malicious
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processes and terminate them.
Answer: B

Explanation:

IntelliScan is a Trend Micro technology that determines which files to scan for malware based on the actual file type, rather than just
the file extension. This is done by analyzing the file header, allowing Deep Security to correctly scan files even if their extension has
been changed to disguise their true nature.

From the official documentation:

"IntelliScan is a scanning method that identifies the true file type by examining the file header, instead of relying only on the file
extension. This ensures that malicious files cannot evade detection simply by renaming extensions." Option A is correct and matches
the official explanation.

Options B, C, and D are incorrect and describe features not provided by IntelliScan.

References:

Trend Micro Deep Security Help Center: What is IntelliScan?

Deep Security 20 LTS Administrator's Guide, "About IntelliScan"

NEW QUESTION # 41
Multi-tenancy is enabled in Deep Security and new tenants are created. Where does the new tenant data get stored when using SQL
Server as the Deep Security database?

A. An additional database is created in SQL Server for each new tenant to store its data.

B. An additional user is created for each new tenant in the SQL Server database to store its data.

C. An additional table is created for each new tenant in the existing database in the SQL Server database to store its data.
D. The new tenant data is added to the existing SQL Server database.

Answer: A

Explanation:

With Microsoft SQL and PostgreSQL, there's one main database and an additional database for each tenant. With Oracle, all tenant
information is in one Deep Security Manager database, but an additional user is created for each tenant. Each user has its own
tables.

Explication: Study Guide - page (409)

NEW QUESTION # 42
Based on the script displayed in the exhibit, which of the following statements are correct? Select all that apply.

A. Deep Security Agents deployed using this script are activated against a specific tenant.

B. Deep Security Agents deployed using this script will be assigned a specific policy when activated.

C. Deep Security Agents deployed using this script will be activated against Tenant 0 in a multi-tenant environment.
D. This script will deploy the Deep Security Agent on a server, but will not automatically activate it.

Answer: A,B

NEW QUESTION # 43
The details for an event are displayed in the exhibit. Based on these details, which Protection Module generated the event?
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Answer: A

NEW QUESTION # 44
‘Which of the following statements is FALSE regarding Firewall rules using the Bypass action?

e A. Applying a Firewall rule using the Bypass action to traffic in one direction automatically applies the same action to traffic in
the other direction.

e B. Firewall rules using the Bypass action can be optimized, allowing traffic to flow as effi-ciently as ifa Deep Security Agent
was not there.

e C. Firewall rules using the Bypass action do not generate log events.



e D. Firewall rules using the Bypass action allow incoming traffic to skip both Firewall and Intrusion Prevention analysis.
Answer: A

Explanation:

The Bypass action is directional; it does not automatically apply to both directions. If you wish to bypass both directions, you must
create separate rules for each. Options B, C, and D are true-bypass skips firewall and IPS analysis, does not log events, and
optimizes traffic flow.

Reference:

Trend Micro Deep Security Administrator's Guide, Firewall Bypass Action Section
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