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Fortinet NSE 6 - FortiSwitch 7.2 Sample Questions (Q10-Q15):

NEW QUESTION # 10
‘Which statement about the use of the switch port analyzer (SPAN) packet capture method is true?

A. Traffic on the management interface can be mirrored and captured by the monitoring device.

B. Mirrored traffic can be sent across multiple switches.

C. The monitoring device must be connected to the same switch where the traffic is being mirrored
D. SPAN can be configured only on a standalone FortiSwitch.

Answer: B

Explanation:

The correct statement about using the Switch Port Analyzer (SPAN) packet capture method on FortiSwitch is that "Mirrored traffic
can be sent across muiltiple switches (A)." This feature allows for extensive traffic analysis as it enables network administrators to
configure SPAN sessions that span across different switches, thereby providing the capability to monitor traffic across a broad
segment of the network infrastructure.

NEW QUESTION # 11
Refer to the exhibits.
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Portl and port2 are the only ports configured with the same native VLAN 10.
What are two reasons that can trigger portl to shut down? (Choose two.)

A. Loop guard frame sourced from port 1 was received on port 1.

B. STP triggered a loop and applied loop guard protection on portl.

C. portl was shut down by loop guard protection.

D. An endpoint sent a BPDU on portl that it received from another interface.

Answer: B,C

Explanation:

When loop guard is enabled on portl and port2 configured with the same native VLAN (VLAN 10), there are specific scenarios
under which port1 can be shut down due to loop guard operation:

A . portl was shut down by loop guard protection. Loop guard is a specific feature used in network environments to prevent
alternative or redundant loops. When loop guard is active, it can shut down a port if it stops receiving BPDU (Bridge Protocol Data
Units) on a port that is expected to receive them, assuming a loop or link failure and putting the port into an inconsistent state to
prevent potential loops.

B . STP triggered a loop and applied loop guard protection on portl. If the Spanning Tree Protocol (STP) detects a loop or loss of
BPDU transmissions while loop guard is enabled, it will proactively shut down the port to prevent network instability or a broadcast
storm. This is an essential function of loop guard within the context of STP, providing additional protection against topology changes
that could introduce loops.

Reference:

Additional details about loop guard functionality and STP interaction can be found in the FortiSwitch administration guides,
accessible via Fortinet Documentation.

NEW QUESTION # 12
How is traffic routed on FortiSwitch?

A. ASIC hardware routing can only handle dynamic routing, if supported.

B. Hardware-based routing on FortiSwitch is handled by the CPU.

C. FortiSwitch looks up the hardware routing table and then the forwarding information base (FIB).
D. Layer 3 routing can be configured on FortiSwitch, while managed by FortiGate.

Answer: C

NEW QUESTION # 13
Which interfaces on FortiSwitch send out FortiLink discovery frames by default in order to detect a FortiGate with an enabled
FortiLink mterface?

e A The last four switch ports on FortiSwitch have auto-discovery enabled by defaut.



¢ B. All ports have auto-discovery enabled by default.
¢ C. The ports with auto-discovery enabled by default are dependent upon the FortiSwitch model.
¢ D. No ports are enabled by default for auto-discovery. This must be configured under config switch interface.

Answer: B

NEW QUESTION # 14
Which feature should you enable to reduce the number or unwanted IGMP reports processed by the IGMP querier?

A. Enable IGMP flood unknown muilticast traffic on the global setting.

B. Enable IGMP snooping proxy.

C. Enable the IGMP flood setting on the static port for all multicast groups.
D. Enable the IGMP flood reports setting on the mRouter port.

Answer: B

Explanation:

Enable IGMP snooping proxy (C): To reduce the number of unwanted IGMP reports processed by the IGMP querier, enabling
IGMP snooping proxy is effective. This feature acts as an intermediary between multicast routers and hosts, optimizing the
management of IGMP messages by handling report messages locally and reducing unnecessary IGMP traffic across the network.
This mnimizes the processing load on the IGMP querier and improves overall network efficiency.

NEW QUESTION # 15
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